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1. Ibexa DXP Helm Chart and Operator for Kubernetes and Cloud

1. Ibexa DXP Helm Chart and Operator for Kubernetes and Cloud

1.7 Ibexa DXP Helm Chart and Operator for Kubernetes and Cloud

1.1.1 What is the Ibexa Digital Experience Platform Helm Chart and Operator ?

The Ibexa Digital Experience Platform Helm Chart and Operator is a cloud native software-based smart agent
build up on HELM and the Operator Framework and SDK that handles administration of Ibexa DXP.

1.1.2 Why is Ibexa DXP together with Kubernetes a good choice?

Kubernetes is the current standard in modern IT infrastructure and cloud providers. When you run Ibexa in

Kubernetes the handling of the system will become easier and more powerful. Gain also other benefits. Some of
them are listed further down.

Also see this poll how people deploy symfony apps nowadays.

1.1.3 Service Architecture Overview

The Ibexa DXP operator and Ibexa DXP helm chart deploy a fully featured installation of the Ibexa DXP with all
the dependant and required services.
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https://twitter.com/weaverryan/status/1572569915919568903

1.1.4 What Ibexa DXP versions are supported?

1.1.4 What Ibexa DXP versions are supported?

The rule that apply is that we provide active support for the last 2 major Ibexa DXP releases. Which includes
always the latest FT release, the last LTS release of the last major version and if exists the LTS release of
the current major version.

The table below maps your Ibexa DXP version with the latest stable chart available for that version.

Chart Latest Branch Compatible Ibexa End of End of Life
Version Version Major Version Maintenance (EOL)
(EOM)

4.x.x main main A5.0 Fast Track prerelease prerelease

Release
3.Xx.X 3.5.1 main 7.6 LTS February 2027 February 2029
3.3.x% 3.3.5 3.0 3.3 LTS June 2024 June 2026
2.X.X 2.2.2 2.0 < 3.3 March 2022 March 2024
T1.x.X EOL 1.0 1.0 && 2.0 November 2018 December 2022
0.x.X EOL 0.0 Legacy 75.0 &&

"4.0

1.1.5 Key differences between Ibexa Cloud and Ibexa Digital Experience Platform Helm Chart and Operator

Name Description / Details Ibexa Helm Ibexa Cloud
Chart and
Operator
autoscaling Scales all services horizontal on demand. v v
Public and Ibexa also run in a private cloud on own v
private Cloud infrastructure
Add custom Everything that runs on Kubernetes can run v
services next to Ibexa in the cloud such as third
party software like Iframely or Apache Tika
or your own microservices
Development Developers can work in a remote workspaces v
Workspaces in the cloud with only a IDE like VS Code
or PHPStorm needed.
Ease of Bundled in Ibexa subscription v
buying
Federation Support for a federated / global load v
balancing setup in two public cloud
providers such as Google and Azure even
across regions.
Support Team Support team by ibexa versus own team (your team v ( Ibexa, your

or provider) Ibexa partner or

platform.sh )
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1.1.6 Cloud Native Feature comparison and description

1.1.6 Cloud Native Feature comparison and description

This table provides on overview of the main features.
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Name

Autoscaling

Failover

Content Cache

Automatic Initial

Installation

0 Downtime Deployments

Data Sync

CI

CD

Multi Cloud

Federation

Development Workspaces

Automatic Free
Certificates

CI: Easy Integration
in (Acceptance-)Test
Pipelines

Logging
Automatic Background

Tasks

Default services

Description / Details

Scales all services horizontal on demand.
As an example of true horizontal scaling
the operator is using SOLR Cloud. Ibexa
cloud runs a single instance.

On service failure automatic self-healing
recovery is place

Integrated Varnish will handle caching of
content

Will setup the latest of Ibexa DXP in
minutes

Your site will stay available during
deployment and rollback on failures

Will update all data in test and
development stages on demand.

Example pipeline templates for CI for
GitLab , GitHub or Tekton .

Example pipeline templates for CD for
GitLab, GitHub or Tekton .

Cloud Native Feature comparison and description

Ibexa Helm
Chart and
Operator

v

Support for multiple public cloud providers v

such as Google and Azure.

Support for a federated / global load
balancing setup in two public cloud
providers such as Google and Azure even

across regions. ( Federation support is not

included in the standard distribution )

Developers can work in a remote workspaces

in the cloud with only a IDE like VS Code

or PHPStorm needed. (The developer operator

is not included in the standard
distribution)

Each route is automatically secured with

Let's Encrypt. Non public routes will have

automatic PKI certificates from your CA.
Certificates are also automatically
renewed.

New instances with own routes can be
created on the fly

All Services send the foreground logs to
the central log server

Simple configuration and execution of
cronjobs

Services such as solr cloud, mysql,
zookeeper, redis cluster, varnish, smtp,

rabbitmg and more are available out of the

box
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Comparable
feature exists
in Ibexa Cloud

v

v / (partial
support)

v
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1.1.7 Optional extra features

Name Description / Details Ibexa Helm Comparable
Chart and feature exists
Operator in Ibexa Cloud
Add custom services Everything that runs on Kubernetes can run v

next to Ibexa in the cloud such as
Iframely, Apache Tika or custom
microservices

Database Migrations Integrated customizable schema / data v v
migrations during deployment

Software Updates Continuous updates for the operator, helm v v
chart and all dependent services like solr
cloud, mysql, zookeeper, redis cluster,
varnish, smtp, rabbitmq

1.1.7 Optional extra features

This table provides on overview of the optional features.

Name Description / Details Supported
Automatic Stores secure and encrypted backups according the 3-2-1 rule. At least 3 v
Backups copies, on 2 different media and one copy in an offline media in a

datacenter
Data Sync Will update all data in test and development stages on demand. v
Data A data masking tool can automatically obscure data only the fly for test v
Protection and development stages for better support of privacy protection and GDPR

compliance.

This documentation for the Ibexa Digital Experience Platform Helm Chart and Operator is also available as a
PDF Download

1.1.8 Price comparison

This is a sample price comparison between cloud provider and PaaS Providers. The information was created as an
illustration on the 16.02.2023.

Name Description / Details Supported Price per Year
Platform.sh 16.4 vCPU / 24.5 GB RAM v 12 X € 880,00 = $ 10560, 00
Azure Kubernetes 6 Nodes, 16 vCPU / 32 GB v 12 x $ 163,99 + 12 x $ 300 = §
Service (AKS) RAM + Helm Chart 1.967,88 + $ 3.600.00 = $ 5.567,88
Hetzer.com (DIY) 3 Nodes, 24 vCPU / 48 GB v 12 x € 60,33 + 12 x € 300 = €

RAM + Helm Chart 723,96 + € 3.600.00 = € 4.323,96

CMarch 6, 20824
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https://xrow-shared.gitlab.io/helm-ezplatform/pdf/document.pdf

1.2 Changelog

1.2 Changelog
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1.3 Licence Key

1.3 Licence Key

The licence key provides access to gain access to the repository of the charts.

1.3.1 Acquire a licence key or a trail licence

Contact service@xrow.de with your request or order online on https://www.xrow.de/shop to gain access to the
charts repository.

In return you will get the settings for HELM_REGISTRY_USER and HELM_REGISTRY_PASSWORD .

1.3.2 Authenticate towards the registry

In this example we show how you can authenticate with a licence key towards the registry.

HELM_REGISTRY_USER="www.domain.com"
HELM_REGISTRY_PASSWORD="vN1noYXXXXXHRcbhsha"

helm registry login -u bjoern@xrow.de -p SHELM_REGISTRY_PASSWORD registry.gitlab.com

CMarch 6, 20824
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1.4 Ibexa Demo

1.4 Ibexa Demo

The Ibexa DXP demo consists of a deployed chart on Kubernetes for every one free to test. The demo is running
the free oss package. Therefore the backend has not all features enabled. The data will get reset regularly.

Name
Frontend
Backend

Monitoring

@March 6, 2024

URL Username Password

https://www.ibexa.dev.xrow.net - -
https://www.ibexa.dev.xrow.net/admin/dashboard admin publish

https://www.ibexa.dev.xrow.net/grafana admin password
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https://github.com/ibexa/oss
https://www.ibexa.dev.xrow.net
https://www.ibexa.dev.xrow.net/admin/dashboard
https://www.ibexa.dev.xrow.net/grafana

1.5 Requirements

1.5 Requirements

1.6 Cluster Requirements

+ Any cloud native compatible infrastructure such as Kubernetes from version 1.10+ or OpenShift from version
3.11+

« Cert Manager for automatic SSL certificates

+ Dynamic Volume Provisioning with Read-Write-Many capability for deployment scaling and general storage.
Possible solutions are OpenEBS NFS, NFS Subdir External Provisioner or similar provisioners.

* Minimum Quota of 4 GB RAM and 1 vCPU for the namespace

+ A docker container with your Ibexa Project build by your pipeline. Otherwise you can use the shipped default
Ibexa image from your settings without project specific customization.

+ For the operator you need cluster-admin permissions. Otherwise namespace based permissions are sufficient.

1.6.1 Prerequisites

+ Helm 3.8.0 is installed on the machine from where you deploy charts.

* You are logged in on the CLI to the cluster or have setup your .kube/config .

You can now continue with the dependency installation.

(CMarch 6, 2024
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https://kubernetes.io/
https://www.openshift.com/
https://cert-manager.io/docs/
https://kubernetes.io/docs/concepts/storage/dynamic-provisioning/
https://github.com/openebs/dynamic-nfs-provisioner
https://github.com/kubernetes-sigs/nfs-subdir-external-provisioner
https://kubernetes.io/docs/concepts/policy/resource-quotas/

1.7 Dependency Installation

The dependency installation documentation consists out the following steps:

+ Optional: Install the cert-manager in Kubernetes

+ Optional: Install the a dynamic provisioner for PVCs in Kubernetes

1.7.1 Optional: cert-manager

This enable the system to create SSL certificates via ACME.

1.7.2 Installation cert-manager

1.7 Dependency Installation

curl -sL https://raw.githubusercontent.com/jetstack/cert-manager/release-0.14/deploy/manifests/@0-crds.yaml | sed -e 's/preserveUnknownFields: false/

preserveUnknownFields: true/g' | sed -e 's/type: object//g' | kubectl apply -f -

helm upgrade --install --skip-crds --version v0.16.1 cert-manager jetstack/cert-manager -n cert-manager --set global.isOpenshift=true \

--set global.isOpenshift=true \

--set 'extraArgs={--dns@1-recursive-nameservers=8.8.8.8:53\,1.1.1.1:53}" \
--set ingressShim.defaultIssuerName=letsencrypt-prod \

--set ingressShim.defaultIssuerKind=ClusterIssuer \

--set installCRDs=false \

--set ingressShim.defaultIssuerGroup=cert-manager.io

Configure ACME

The final step is to configure ACME for your kubernetes cluster.

Add domains

global:
routes:
frontend:
- www.ibexa.dev.xrow.net
- fastly.ibexa.dev.xrow.net
admin:
- admin.ibexa.dev.xrow.net

Now add domains to your values.yaml .

1.7.3 Optional: Install a Dynamic Volume Provisioner

The provisioner you need needs to have the Read-Write-Many capability. Usually each cluster already ships with

can install provisioner.

Nevertheless here is a sample on how to install a NFS Provisioner. It is recommended to use the recommended

Dynamic Volume Provisioner for your system.

NFS Subdir External Provisioner
Installation nfs-client-provisioner

helm repo add nfs-subdir-external-provisioner \
https://kubernetes-sigs.github.io/nfs-subdir-external-provisioner
helm upgrade --install nfs-subdir-external-provisioner \
nfs-subdir-external-provisioner/nfs-subdir-external-provisioner \
--set nfs.mountOptions={vers=3} \
--set nfs.server=192.168.255.X \
--set nfs.path=/storage/nfs-provisioner \
-n kube-system

NFS Subdir External Provisioner

See more.

- 12/44
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https://cert-manager.io/
https://kubernetes.io/docs/concepts/storage/dynamic-provisioning/#defaulting-behavior
https://cert-manager.io/docs/configuration/acme/
https://cert-manager.io/docs/installation/
https://cert-manager.io/docs/configuration/acme/
https://github.com/kubernetes-retired/external-storage/tree/master/nfs-client
https://github.com/openebs/dynamic-nfs-provisioner

1.7.3 Optional: Install a Dynamic Volume Provisioner

You can now continue with the helm chart installation.

QMarch 6, 2024
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1.8 Ibexa DXP Helm Chart

1.8 Ibexa DXP Helm Chart

1.8.1 Ibexa DXP Helm Chart Installation

This guide is meant for the installation of the helm chart in Kubernetes without the operator.

Prerequisites

+ General requirements are fulfilled

+ Acquire a licence key and authenticate

Installing the chart

To install the chart with the release name ibexa under the domain www.ibexa.dev.xrow.net . Configure your DNS to
point to your Kubernetes Ingress Load balancer. This step will install the default Ibexa 0SS release.

helm upgrade --install ibexa oci://registry.gitlab.com/xrow-public/repository/charts/ibexa --version 3.5.1 \
--set global.routes.frontend[8]=www.domain.com \
-n ibexa-production --create-namespace --atomic --wait --debug --timeout 15m

Note: The chart version doesn't match the application version. The bundled application version matches the
latest Ibexa DXP Version.

The latest unstable build is version 0.0.0+369ed@1 from 2024-03-87 ©8:13:18+01:00 by bjoern.dieding

The command deploys Ibexa on the Kubernetes cluster in the default configuration. The Parameters section lists
the parameters that can be configured during installation.

Tip: List all releases using helm list -a

You can now continue to finetune your installation and add your custom container image by creating a custom

values.yaml .

Configure the values.yaml
This section is meant for the usage of the helm chart without the operator.
See the full parameter configuration guide

In this example we will replace the default container image with our custom build. Replace the values with
your own settings.

image:
registry: registry.gitlab.com
repository: orga/project
tag: 1.0.1
imageCredentials:
registry: registry.gitlab.com
username: gitlab
password: XXX
global:
routes:
frontend:
- www.ibexa.dev.xrow.net
- fastly.ibexa.dev.xrow.net
admin:
- admin.ibexa.dev.xrow.net

Configure your Ibexa project

In order to make your redis cluster sessions a new service need to be created.
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https://kubernetes.io/docs/concepts/services-networking/ingress/
https://github.com/ibexa/oss

1.8.1 Ibexa DXP Helm Chart Installation

For Ibexa DXP 4 LTS and Fast Track Releases alter the file config/services.yaml and add:

app.session.handler.native_rediscluster:
class: Ibexa\Bundle\Core\Session\Handler\NativeSessionHandler
arguments:
- '%session.save_path%’
- rediscluster

For Ibexa DXP 3 LTS alter the file config/services.yaml and add:

app.session.handler.native_rediscluster:
class: eZ\Bundle\EzPublishCoreBundle\Session\Handler\NativeSessionHandler
arguments:
- '%session.save_path%’
- rediscluster

If you want to give the service a different name override the values.yaml of the chart.

session:
handler_id: 'app.session.handler.native_rediscluster

Additional settings for older Ibexa DXP versions

IBEXA 3.3 LTS

This setting modifies the URL exposed for clearing the varnish cache.

varnish:
settings:
invalidatetoken_uri: '/_ez_http_invalidatetoken

Deploy Ibexa DXP on Kubernetes

helm upgrade --install ibexa oci://registry.gitlab.com/xrow-public/repository/ibexa --version 3.5.1 \
-n ibexa-production --create-namespace --atomic --wait --debug --timeout 15m \
-f values.yaml

Uninstalling the chart
To uninstall/delete the ibexa deployment:

helm uninstall ibexa -n ibexa-production

The command removes all the Kubernetes components associated with the chart and deletes the release.

CMarch 6, 2024
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1.8.2 Helm Chart Upgrade

1.8.2 Helm Chart Upgrade

This guide is meant for users of the chart that is installed on a system with a lower major version. As an
example you upgrade from chart version 4.X to 5.X. Minor version upgrades are expect to use helm upgrade --

install .

Upgrade steps for a major version
In general it is a good idea to test the upgrade procedure in your staging systems before executing it on

production and do and a double check on the backups.

VALIDATE YOUR EXISTING CONFIGURATION

In case you get linting errors double check your configuration settings
helm lint ./ibexa-chart-x.x.x.tgz --with-subcharts -f myvalues.yaml
OPTION 1: EXECUTE AN UPGRADE VIA BACKUP

+ Follow the backup guide

* Run helm uninstall [release-name] . This will take your website down.
+ Delete all PV and PVC that have backup protection

* Run helm upgrade --install as documented

+ Follow the restore guide

* Your website is up again

On failure retry or recover from backup.

OPTION 2: EXECUTE AN IN PLACE UPGRADE

+ Follow the backup guide or own security

* Run helm uninstall [release-name] . This will take your website down.
+ Delete PVs and PVCs that don't belong to mysql or ibexa storage
+ Remove the PVC from mysgl and ibexa storage

+ Create PVCs for MySQL and Ibexa DXP storage manually and connect them to still existing PV. See adding a
static storage volume for files

+ Add the storage.ExistingClaim configuration for the files PVC to your values.yaml .

+ Add the mysql.primary.persistence.existingClaim configuration for the MySQL PVC to your values.yaml .
* Run helm upgrade --install as documented

+ Follow missing steps from the restore guide

+ Your website is up again

On failure retry or recover from backup.

(CMarch 6, 20824
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1.9 Ibexa DXP Operator

1.9.1 Ibexa DXP Operator Installation
The installation consists out the following steps:

+ Install the Ibexa operator in Kubernetes
+ Optional: Install the cert manager in Kubernetes
+ Optional: Install the dynamic volume provision

+ Optional: Setup a CI/CD Pipeline

Prerequisites

+ General requirements are fulfilled

+ Acquire a licence key and authenticate

Installing the Ibexa DXP operator

1.9 Ibexa DXP Operator

In this example we show how you can authenticate with a licence key towards the operator's registry.

HELM_REGISTRY_USER="www.domain.com"
HELM_REGISTRY_PASSWORD="vN1noYXXXXXHRchsha"

helm repo add --username bjoern@xrow.de --password $HELM_REGISTRY_PASSWORD xrow-stable https://gitlab.com/api/v4/projects/40219561/packages/helm/stable

This will deploy the Ibexa operator

helm upgrade --install ibexa-operator-crd xrow-stable/ibexa-operator-crd \
--version 3.5.1 \
-n kube-system

helm upgrade --install ibexa-operator xrow-stable/ibexa-operator \
--version 3.5.1 \
-n kube-system

Uninstalling instances and operator

This will remove all instances of ibexa, the operator and the CRD from the current kubernetes.

kubectl get ibexa --no-headers=true --all-namespaces | grep False | sed -r 's/(\S+)\s+(\S+).*/kubectl --namespace \1 delete Ibexas \2/e

helm uninstall ibexa-operator-crd -n kube-system
helm uninstall ibexa-operator -n kube-system

title: Operator Usage description: Operator Usage

Operator Usage

+ Create a namespace

+ Create a CRD configuration in the namespace
Sample Usage:

apiVersion: apps.xrow.com/v1
kind: Ibexa
metadata:

name: ibexa

namespace: ibexa-prod
spec:

global:

- 17/44
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1.9.1 Ibexa DXP Operator Installation

routes:
frontend:
- www.domain.com
admin:
- admin.domain.com

(OMarch 6, 2024
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1.10 Configuration Settings

1.10 Configuration Settings

The configuration is validated against a schema definition. You can validate your custom configuration with
helm lint .

1.10.1 Available services

A list of all services and their default state based on the enabled flag.

global.imageRegistry

global.imagePullSecrets

Global Docker image registry

Global Docker registry secret names as an array

Name Description Default Value
solr.enabled Solr Cloud including Zookeeper true
cache.enabled Redis cluster for Ibexa DXP persistent cache true
sessionservice.enabled Redis cluster for sessions true
redischeck.enabled Redis cluster self repair service true
mysql.enabled MySql service true
smtp.enabled SMTP service true
varnish.enabled Varnish HTTP caching service true
rabbitmq.enabled Rabbitmq service false
messagequeue.enabled Message queue service for rabbitmg false
iframely.enabled Iframely service false
tika.enabled Apache Tika binary file indexing service false
monitoring.enabled Grafana, Prometheus false
1.10.2 Global parameters
Name Description Value

global.storageClass Global StorageClass for Persistent Volume(s)

1.10.3 Common parameters

Name Description Value
nameOverride String to partially override common.names.fullname template (will

maintain the release name)
fullnameOverride String to fully override common.names.fullname template
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1.10.4 Ibexa parameters

Name

image.registry

image.repository

image.tag

image.pullPolicy

imageCredentials.registry

imageCredentials.username

imageCredentials.password

image.pullSecrets

symfony . runtime.name

symfony.runtime.options

symfony.session.handler_id

Description

Project's
Ibexa
container
image

Project's
Ibexa

container
image name

Project's
Ibexa

container
image tag

Container
image pull
policy

Project's
registry host

Project's
registry
username

Project's
registry
password

Ibexa image
registry

secret names
as an array

Set Symfony
runtime

Set Symfony
runtime
options

Set Symfony

session
handler
1.10.5 Iframely parameters
Name Description Value
iframly.enabled Iframely false
1.10.6 Solr parameters
Name Description Value
solr.enabled solr enabled true

default value

registry.gitlab.com

xrow-public/repository/ibexa-oss

latest

IfNotPresent

registry.gitlab.com

null

null

app.session.handler.native_rediscluster

- 20/44 -

1.10.4 Ibexa parameters

example value

read-token

secret

Runtime\Swoole\Runtime

null
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See more parameters..

1.10.7 Tika parameters

Name Description Value

tika.enabled Apache Tika enabled false
See more parameters..

1.10.8 SMTP parameters

Name Description Value

smtp.enabled SMTP enabled true
See more parameters..

1.10.9 Rabbitmq parameters

Name Description Value

rabbitmq.enabled rabbitmq enabled false
See more parameters..

1.10.10 Redis Cluster (sessions) parameters

Name Description Value

sessionservice.enabled Redis Cluster enabled true

See more parameters..

1.10.11 Redis Cluster (persistent cache) parameters

Name Description Value

cache.enabled Redis Cluster enabled true

See more parameters..

1.10.12 Varnish parameters

Name Description Value

varnish.enabled varnish enabled true

- 21/44 -

1.10.7 Tika parameters
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https://github.com/bitnami/charts/tree/master/bitnami/solr#parameters
https://github.com/apache/tika-helm#configuration
https://gitlab.com/xrow-public/helm-smtp
https://github.com/bitnami/bitnami-docker-rabbitmq#environment-variables
https://github.com/bitnami/charts/tree/master/bitnami/redis-cluster/#parameters
https://github.com/bitnami/charts/tree/master/bitnami/redis-cluster/#parameters

1.10.13 Monitoring parameters

Grafana and Prometheus are subcharts of the monitoring chart.

Name
monitoring.enabled
prometheus.*

grafana.*

Description Value
Grafana and Prometheus enabled false
See Prometheus parameters.. -

See Grafana parameters.. -

1.11 Default configuration of the values.yaml

global:
default_host: &default_host null
routes:
admin: []
frontend: []
# - *default_host
# - "example.com"
ibexa:

user_hash: "ecaea5a638cb64ce41e9266e550963228d0bb58ed86ca7278f1b3e135¢155669"

imageCredentials: []

# Reference to one or more secrets to be used when pulling images
# ref: https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/

imagePullSecrets: []
nameOverride: ""
fullnameOverride:

debug: false

# Amount of minium replicas
# replicas: 1

ports:
http: 8080
https: 8443
# ssh: 2222
# dev-server: 4300

# This will set the environment var foo with the value bar

env: []
# - name: "foo"
# value: "bar"

kubernetes:
optimize: false

image:
registry: SCI_RELEASE_REGISTRY

repository: $CI_RELEASE_REPOSITORY/ibexa-$IBEXA_PACKAGE
tag: SCI_HELM_CONTAINER_RELEASE_TAG

pullPolicy: IfNotPresent

imageCredentials:
registry: "registry.gitlab.com"
username: "read-token"
password: "3gzMqr9wywNyVrXCqgFy1"

serviceAccount:
create: false
name: null

installation:
package: ibexa-$IBEXA_PACKAGE
script: |-

echo "No custom install instructions”

timezone: "Europe/Berlin"

admin:
hpa:
enabled: false
maxReplicas: 5
minReplicas: 2
replicas: 1

resources:
requests:
cpu: 166m
memory: 500Mi
limits:
cpu: 1500m

- 22/44 -

1.10.13 Monitoring parameters
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https://github.com/prometheus-community/helm-charts/tree/main/charts/prometheus
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memory: 3000Mi
nodeSelector: {}
tolerations: []
affinity: {}

hpa:
enabled: false
maxReplicas: 50
minReplicas: 2

H H B H

lines, adjust them as necessary, and remove the curly braces after 'resources:'.
resources:
requests:
cpu: 1008m
memory: 500Mi
limits:
cpu: 1500m
memory: 3000Mi

annotations: {}
nodeSelector: {}
tolerations: []

affinity: {}

php:
# @TODO per default an automatic settings based on max mem
memory_limit: "2048M"

We usually recommend not to specify default resources and to leave this as a conscious
choice for the user. This also increases chances charts run on environments with little
resources, such as Minikube. If you do want to specify resources, uncomment the following

1.11 Default configuration of the values.yaml

error_reporting: "E_ALL & ~E_NOTICE & ~E_USER_WARNING & ~E_USER_NOTICE & ~E_DEPRECATED & ~E_USER_DEPRECATED"

symfony:
env: prod
debug: false
trusted_proxies: 127.0.0.1,192.168.0.0/16,172.16.0.0/12,10.0.0.0/8
runtime:
name: null
# name: "Runtime\Swoole\Runtime"
options: null
session:
# handler_id: 'app.session.handler.native_rediscluster
handler_id: null

ingress:
enabled: true
# whitelist:

# - "180.5.61.153"
# - "192.168.1.0/24"
# - "10.0.0.0/8"

RateLimitConnections: false

RateLimitConnectionsRateHttp: "100"

tls: true

annotations:
kubernetes.io/tls-acme: "true"
haproxy.router.openshift.io/timeout: "608s"
nginx.ingress.kubernetes.io/proxy-read-timeout: "600"
nginx.ingress.kubernetes.io/proxy-body-size: "160m"

storage:
enabled: true
## Persistent Volume Storage Class
## If defined, storageClassName: <storageClass>
## If set to "-", storageClassName: "", which disables dynamic provisioning
## If undefined (the default) or set to null, no storageClassName spec is
##  set, choosing the default provisioner. (gp2 on AWS, standard on
## GKE, AWS & OpenStack)
class: null
existingClaim: false
mount: "/opt/app-root/src/public/var"
size: 5Gi
accessMode: ReadWriteMany
annotations:
helm.sh/resource-policy: "keep"
# Sample set of annotations if you want to destroy on uninstall
# annotations: {}

cron:
resources:
requests:
cpu: 56m
memory: 200Mi
limits:
cpu: 1000m
memory: 2000Mi
#crons:
# - name: check-urls
# command: ibexa:check-urls
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schedule: 8 0 * * @
- name: ibexa-cron-run
command: ibexa:cron:run
scheduilel; kit
name: check-urls
type: bash
command: bin/console ibexa:check-urls
schedule: 5 4 1-7,15-21 * 6

HH R KRR H

# Optionally use the default cert manager.
certManager:

enabled: false

issuer: false

# email: "mail@example.com”

# route53:

# id: "AAAAAAAAAAAAAAAAAAAAAA™

# secret: "AA/BBB"

# region: "eu-central-1"

tika:
enabled: false
image:
tag: "1.28"

vendor :
imageCredentials:
registry: "registry.gitlab.com"
username: "read-token"
password: "3gzMqr9wywNyVrXCqFy1"

redischeck:

enabled: true

image:
registry: SCI_RELEASE_REGISTRY
repository: $CI_RELEASE_REPOSITORY/redischeck
tag: SCI_HELM_CONTAINER_RELEASE_TAG
pullPolicy: IfNotPresent
pullSecrets:
- vendor-chart-registry

sessionservice:
enabled: false
podSecurityContext:
enabled: false
containerSecurityContext:
enabled: false

# @TODO

# sysctls:

# - name: net.core.somaxconn

# value: "10000"

# @TODO PVC autodelete not possible yet
persistence:

enabled: false
annotations: {}
resources:
requests:
memory: 100Mi
limits:
memory: 350Mi
usePassword: false
redis:
startupProbe:
enabled: true
initialDelaySeconds: 120
useAOFPersistence: "no
configmap: |-
# Enable AOF https://redis.io/topics/persistence#append-only-file
appendonly no
# Disable RDB persistence, AOF persistence already enabled.
save ""
maxmemory-policy volatile-1lru
maxmemory 300M
io-threads 2
io-threads-do-reads yes
repl-diskless-sync yes
cluster:
nodes: 3
replicas: 0

varnish:
enabled: true

fastly:
enabled: false
key: null
service_id: null
purge_server: "https://api.fastly.com"

solr:
enabled: true
image:
registry: SCI_RELEASE_REGISTRY
repository: $CI_RELEASE_REPOSITORY/solr
tag: SCI_HELM_CONTAINER_RELEASE_TAG
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pullSecrets:
- vendor-chart-registry
auth:
adminUsername: ibexa
adminPassword: ibexa
coreNames: []
collection: "ibexa"
collectionReplicas: 1
extraEnvVars:
- name: SOLR_LOG_LEVEL
value: WARN
podSecurityContext:
enabled: false
containerSecurityContext:
enabled: false
startupProbe:
enabled: true
javaMem: "-Xms2g -Xmx3g"
replicaCount: 1
debug: false
metrics:
enabled: false
# @TODO Remove with solr 9
configFile: "/opt/bitnami/solr/contrib/prometheus-exporter/conf/solr-exporter-config.xml"
podSecurityContext:
enabled: false
containerSecurityContext:
enabled: false
podAnnotations:
prometheus.io/scrape: 'true’
zookeeper :
enabled: true
startupProbe:
enabled: true
podSecurityContext:
enabled: false
containerSecurityContext:
enabled: false
replicaCount: 1
resources:
requests:
cpu: 56m
memory: 8060Mi

iframely:
enabled: false

smtp:
enabled: true
domain: mail.example.com
# Configure sending email through an other mailserver
relay: {}
# ip: 192.168.0.246
# port: 558

cache:
enabled: true
auth:
enabled: false
master:
podSecurityContext:
enabled: false
# sysctls:
# - name: net.core.somaxconn
# value: "10000"
containerSecurityContext:
enabled: false
startupProbe:
enabled: true
persistence:
enabled: false
annotations: {}
resources:
requests:
memory: 100Mi
limits:
memory: 1Gi
disableCommands: []
commonConfiguration: |-
# Enable AOF https://redis.io/topics/persistence#append-only-file
appendonly no
# Disable RDB persistence, AOF persistence already enabled.
save ""
maxmemory-policy volatile-lru
maxmemory 806M
io-threads 8
io-threads-do-reads yes
repl-diskless-sync yes
replica:
replicaCount: 0

rabbitmq:

enabled: true
auth:
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1.11 Default configuration of the values.yaml

username: ibexa

password: TnAV7NPOHeKYXcOF

erlangCookie: TnAV7NP@HeKYXcOF
persistence:

enabled: false
podSecurityContext:

enabled: false
containerSecurityContext: {}

serviceAccount:
create: false
rbac:

create: false

messagequeue:
enabled: true
command: ['/scripts/messagequeue-start.sh']

args: []
mysql:
enabled: true
serviceAccount:
create: false
auth:

rootPassword: ibexa
username: ibexa
password: ibexa
database: ibexa

image:
repository: mysql
tag: "8.3.0"

# @TODO OracleOS crash loops for unkown reasons
# tag: "8-oracle"
primary:
podSecurityContext:
enabled: false
containerSecurityContext:
enabled: false
startupProbe:
initialDelaySeconds: 60
failureThreshold: 20
args:
- "--defaults-file=/opt/bitnami/mysql/conf/my.cnf"
configuration: |-
[mysqld]
skip-name-resolve
performance_schema=0N
character_set_server = utf8mb4
collation_server = utf8mb4_unicode_ci
max_connections = 200
secure-file-priv = ""
innodb_lock_wait_timeout=120
socket=/var/run/mysqld/mysqld.sock
extraVolumeMounts:
- name: data
mountPath: /var/lib/mysql
# @TODO move to subchart monitoring. Doesn’t work with import-values
metrics:
enabled: false

monitoring:
enabled: false

CQMarch 6, 2024
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1.12 Day Two Operations

1.12.1 Quick start a new Ibexa project
Enter the console of your frontend pod.

git config --global user.email "you@example.com"
git config --global user.name "Your Name"

git init --initial-branch=main
git remote add origin git@gitlab.com:myproject/myproject.git https://gituser:gitpassword@domain.xxx

git add .
git commit -m "Initial commit"
git push -u origin main

Create a deploy token gitlab+deploy-token for your registry and give it read_registry permissions for GitlLab or
GitHub

Create the file deploy/test.yaml with the contents of your values.yaml .

global:
routes:
frontend:
- www.ibexa.dev.xrow.net

image:
registry: registry.gitlab.com
repository: xrow-shared/helm-ezplatform
tag: 3.5.1

imageCredentials:
registry: registry.gitlab.com
username: gitlab-ci-token
password: glcbt-65_U-DSYPnyex1cDSzSWGj9

Create the file .gitlab-ci.yml to configure your pipeline.

include:
- remote: "https://gitlab.com/xrow-public/ci-tools/raw/3.0/.gitlab-s2i-php.yml"

variables:
CI_PROJECT_NAME_OVERRIDE: "ibexa"
CODE_QUALITY_DISABLED: "0"
CHART: "registry.gitlab.com/xrow-public/repository/charts/ibexa:3.5.1"

test:deploy:

extends: .template:deploy

variables:
KUBERNETES_CONTEXT_OVERWRITE: 06.Xxrow.net
KUBERNETES_NAMESPACE _OVERWRITE: ibexa-test
DEPLOY_ACTION: always

environment :
name: test
url: https://www.ibexa.dev.xrow.net

CMarch 6, 2024
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1.12.2 Day Two Operations

1.12.2 Day Two Operations

Setting up cronjobs

The chart can manage symfony based cronjobs and bash based cronjobs. See the examples to setup either one of
them

SETUP A SYMFONY CRONJOB

crons:

- name: ibexa-cron-run
command: ibexa:cron:run
schedule: * * * * *

SETUP A BASH CRONJOB

crons:

- name: ibexa-cron-run
type: bash
command: bin/console ibexa:cron:run
seliceliles @ & @ @ @

crons:
- name: ibexa-cron-run
type: bash
command: >
bin/console ibexa:reindex;
bin/console c:c;
schedule: 5 3 * * *

Setting up Varnish for stale cache
Check the healthcheck-bundle installation

composer require xrow/healthcheck-bundle

Add to your values.yml :

varnish:
probe:
enabled: true
host: localhost
path: /check

localhost should trigger your default siteaccess.

Taking the Ibexa DXP website for maintenance

Scale down the frontend deployment to © replicas and perform your work like database migrations or full
reindexing. The stale cache will be still active.

Protecting non production systems from unauthorized access

varnish:
firewall:

enabled: true

whitelist:

- "192.168.0.2"

- "192.168.0.0/16"

auth:
username: admin
password: password
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1.12.2 Day Two Operations

Setting up message queue and consumer

This guide will explain how to setup the services for the symfony messenger. The services are not enabled by
default.

rabbitmq:
enabled: true

messagequeue:
enabled: true
args:
- bin/console
- messenger :consume
- async

async is the name if the transport you consume. You can also consume multiple transports by adding more
arguments to the messenger:consume command. See the symfony messenger documentation for more examples.

Add chart post actions to composer for integration with CI/CD

HOOKS AVAILABLE VIA THE HELM CHART

"scripts": {
"post-helm-install": [
"bin/console ibexa:reindex"
Il;
"post-helm-upgrade": [
"bin/console ibexa:reindex"
1
h

HOOKS AVAILABLE VIA THE HELM CHART PIPELINE

Those hooks are only available if you use our Gitlab standard pipeline.

"scripts": {
"post-pipeline-install”: [
"bin/console ibexa:reindex"
1,
"post-pipeline-data-sync": [
"bin/console ibexa:reindex"

]

Adding a static storage volume for files

Create static PersistentVolumeClaim definition

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: ibexa-files
namespace: ibexa-test
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 2500Gi
storageClassName: '-'

Set storage.existingClaim in your values.yaml with the value of ibexa-files . Once the PV created automatically by

your default provisioner and the PV is bound you can copy the Ibexa DXP storage files into the PV.

Creating a non cluster-admin service account for deployment

It is good security practise to deploy the chart with a user that doesn't have the permissions of a cluster-
admin .

Service account is needed for this improved security b. This account should not be able to see any other
projects on the cluster but it should be able to create its own projects.
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1.12.2 Day Two Operations

First of all this service account has to be created on the cluster by an admin user with this following
script:

The script can be run with the following command:

source <(curl -s -k https://gitlab.com/xrow-public/ci-tools/-/raw/3.0/scripts/library.sh)
# Syntax: ci_kubernetes_create_service_account <namespace> <service-account-name>
ci_kubernetes_create_service_account ibexa-production deployment-user

The script creates two new cluster roles. The first role xrow-self-provisioner-with-namespaces only adds the
permission to create and delete namespaces so that the service account can create a helm release with using
the --create-namespace option. The second role adds a new cluster role which extends the existing admin role.

Then the service account will be created in the kube-public namespace and gets the cluster roles xrow-self-
provisioner-with-namespaces and self-provisioner . Afterwards the new project will be created and the service
account gets the admin role inside this project. This is necessary if the project already exists. If the
service account is now creating a new project it will automatically get the admin role inside this project and
with it all needed permissions to create an ibexa helm release.

The script is also creating a kubeconfig file in which will help you authenticate towards the cluster API.

@GMarch 6, 2024
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1.12.3 Backup and restore

1.12.3 Backup and restore

Backup and restore via Velero

EXECUTE A BACKUP
In the example we backup the complete cluster.
velero backup create ibexa-backup --wait -n velero
EXECUTE A RESTORE
In the example we restore a single application from a full backup.

velero restore create ibexa-restore --include-namespaces ibexa-production --from-backup ibexa-backup

Reset the caches

kubectl delete pods -l=app.kubernetes.io/name=cache -n ibexa-production

Reset the symfony caches

kubectl delete pods -l=app.kubernetes.io/name=ibexa -n ibexa-production

Backup and restore via BASH

EXECUTE A BACKUP

In case your dataset is small you can follow this example. For large datasets your might want adapt a custom
upgrade path depending on your Kubernetes setup including a snapshot of mysql and Ibexa storage files.

SRC_MYSQL_DATABASE="ibexa"

SRC_MYSQL_PASSWORD="1ibexa"

SRC_NAMESPACE="ibexa-test"

SRC_DIR="/opt/app-root/src/public/var"

POD=$(kubectl get pods -n $SRC_NAMESPACE --output=name --field-selector=status.phase!=Terminating | grep -i ".*-frontend-.*" | awk '{print $1}' | tail -n 1
sed -e "s/*pod\///" )

echo "Selected frontend pod 'SPOD' for backup”

kubectl cp -n $SRC_NAMESPACE $POD:$SRC_DIR ./ibexa-storage

POD=$(kubectl get pods -n $SRC_NAMESPACE --output=name --field-selector=status.phase!=Terminating | grep -i ".*-mysql-0.*" | awk '{print $1}' | tail -n 1 | sed
-e "s/*pod\///" )

echo "Selected mysql pod '$POD' for backup”

$(kubectl port-forward -n $SRC_NAMESPACE S$POD 3366:3306 >/dev/null 2>&1 &)

timeout 3@ bash -c "until echo > /dev/tcp/localhost/3306; do sleep 3; done"

mysqldump --opt --compress --column-statistics=0 --single-transaction --port=3306 -h127.0.8.1 -u root -p${SRC_MYSQL_PASSWORD} ${SRC_MYSQL_DATABASE} | gzip -c
> ./ibexa-database.sql.tgz

pkill -f "port-forward"

echo "See ./ibexa-storage and ./ibexa-database.sql.tgz"

EXECUTE A RESTORE

+ Scale down the frontend and backend pods to ©

+ Inject your MySQL dump

+ Copy or move your files into the storage PV attached to frontend and backend pods
+ Scale up one backend pod

* Run required Ibexa DXP database migrations in the backend pod

+ Clear all caches (session and persistence) in the backend pod

+ Reindex Ibexa DXP in the backend pod

+ Scale up the frontend and backend pods to the desired / initial values

+ Restart the varnish pod once

+ Finally check that everything works as expected.
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1.12.4 Extending the Helm Chart

1.12.4 Extending the Helm Chart

This guide is meant for the usage of the helm chart as a subchart that includes custom services.

Create a new chart as a wrapper

helm create myproject

Add ibexa as a dependency
myproject/Chart.yaml

dependencies:
- name: ibexa
version: 3.5.1
repository: oci://registry.gitlab.com/xrow-public/repository/charts/ibexa

Add your customization
myproject/values.yaml

ibexa:
env:
- name: "foo"
value: "bar"

or
myproject/templates/deployment.yaml

apiVersion: apps/v1
kind: Deployment

CMarch 6, 2024
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1.12.5 Monitoring

Enable the internal monitoring

In this the example the used namespace is ibexa-test, but it needs to be set to the current namespace the
chart is running in.

global:
auth:
adminPassword: verystrongpassword

monitoring:
enabled: true
prometheus:
kube-state-metrics:
namespaces: "ibexa-test”
mysql:
metrics:
enabled: true
solr:
metrics:
enabled: true

Monitoring GUI for Ibexa

The monitoring GUI is available under https://example.com/grafana. Replace example.com with the first value

from global.routes.frontends . The initial username is "admin" and initial password is the one you set from
global.auth.adminPassword .

The monitoring GUI includes the following apps and dashboards:

+ Kubernetes Global View (Dashboard)

88 General / Kubemnetes / Views / Global ¥ <«
datasource Prometheus v
v Overview

Global CPU Usage Global RAM Usage Kubernetes Resource Count

quests Real . Max  Mean

) = Namespaces 22
"“ | ."".‘.“."‘ \J = Running Containers

Requests

o 1 . ' ‘ " Namespaces Endpoints
Limits

= Deployments

. . o = == Statefulsets
Limits ! ) .
Daemonsets
‘ ' ' . . . 1111 “ Persistent Volume Claims

= Running Pods

= Services

= Configmaps

PR A SRR PRy Secrets
CPU Usage RAM Usage

Requests Limits Total
Requests Limits Total
28 1 3 1 6 9 8 64.7GB  61.4GB  251GiB
. .

v Resources

15:00 15115 15:30

Memory Utilization by node Cluster Memory Utilization

. Min Max Mean
126 GiB

= Value 121GiB 125GiB 122GiB
125GiB

124 GiB

122 GiB

+ Kubernetes Namespace View (Dashboard)
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88 General / Kubernetes / Views / Namespaces vy =
Prometheus v
v Overview
Namespace(s) usage on total cluster CPU in % Namespace(s) usage on total cluster RAM in % Kubernetes Resource Count
ecrets
== Running Pods
== Services

= Configmaps

== Persistent Volume Claims

Mo 68.88° =

Daemonsets

Namespace(s) CPU Usage in cores Namespace(s) RAM Usage in bytes

Requests Limits Cluster Total
Reque: Limits Cluster Total
28 1 31 7 97 6 647GB 61.7GB 251 GiB
. .

v Resources

1515 1530 1545  16:00

Nb of pods by state Memory usage by Pod

74.5GiB

55.9 GiB.

88 General / Cronjobs vy <«

datasource  Prometheus v namespace hannover-production v cronjob Al v
v Row title
v Cronjobs

CronJobs status Active jobs Failed jobs Succeeded jobs ¥ Number of Suspended .

Value
== Value #Succeeded

== Value #Failed

No data No data

> Cronjob Details : All

+ MySQL (Dashboard)
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General / MySQL Exporter Quickstart and Dashboard ¢

Prometheus v job All v nstance  All v

Uptime Current QPS InnoDB Buffer Pool

v Connections

MySQL Connections MySQL Client Thread Activity

= Max Connections Peak Threads Connected

== Max Used Connections Avg Threads Running

v Table Locks

MySQL Table Open Cache Status MySQL Thread Cache

= Hits 8572 226K  183.87 = Thread Cache Size 16.00 16.00 16.00

Table Open Cache Hit Ratio 99.99% 100.00% 100.00% = Threads Cached 500 15.00 13.39

88 General / Vamish ¢ B & O Lastéhours v+ Q

2022-09-01 09:44:59
o
2022-09-01 15:44:59

datasource  Prometheus v Instance Al v

v Row title Local browser ti

Cache Hit Frontend Requests Backend Requests Sessions Cache Hit Loaded VM. Backend Up Backend Do.. Uptime Version

89.3 25.0 wA 109 N/A 6.6.2

Requests Cache hits

v Row title

total

frontend 110916
80%

= backend 43 28 30387
= fetch total (right-y) 1029210 737971 399242524 60.0%
40%
20%

0%
12:00

cache hit %

i by A A
o g sl gt i M¢U$VWWJLJLWMWJL Y VY NG NIV PO Y e Rt cache hit %
cache miss %

10:00 cache miss %

~ Row title

+ Solr (Dashboard)
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83 General / Solr Dashboard vr <«

Prometheus v k_host  All v eurl Al v
v Solr Cluster

Number of live nodes

collection

All v har All ~

Zookeepers

S G ——————

15:25 15:30 1525

Live nodes == Total nodes Healthy nodes

Number of collections

Y r

Total replicas Active

0

Recovering

> Query Metrics

+ Redis (App)

Q 83 General / Redis Overview vy &
Ibexa DXP Persistent Cache (Redis) v

~ Main: Ibexa DXP Persistent Cache (Redis)

Ops/sec

7 54 ops/s

Connected Clients

4

Number of Keys

Network

Expired

593«

v Other: Ibexa DXP Persistent Cache (Redis)

Evicted

Client connections

Idle time v

229:32. 11.5 hour 1 min
136:46. Os
3.2 hour

3.2 hour

CMarch 6, 2024

Healthy nod

2022-09-01 15:27:30 ‘
— Ensemble si ‘

15:

= Ensemble size

Current replica state

N\
(o )

Down

(.Y

Recovery failed

Used Memory, Peak

Used Me

Total System Memory

Hits

Misses

Command statistics
f c al Dur.

42.0 Mil

12.1 Mil

1.3 Mil
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Duration |
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@ solr project @ Solr Prometheus documentation

Shard leaders

31

u||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||‘
15:

15:26 15:28 15:30 15:32 15:34 15:36

== ibexa shard? replica_n4 (hannover-solr-2.hannover-solr-headless.hannover-production.sv.cluster.local:8983_solr)

Replica state history

Non-active states

15:32 15:38
= ibexa shard1 replica_n1 (hannover-solr-0.hannover-s
== ibexa shard1 replica_

Ir-headless. hannover-production.sv
solr-headle:

cluster.local:8983_solr)=active
~solr-1.hanno hannover-production.sve.cluster.local:8 olr)

shard1 replica_n4 (hannover-solr-2.

hannov
- ibex

Last 5 minutes 3 =]

88 Redis CLI 89 RedisGears

Uptime

1 6 hour

Version

6.2.7

Eviction Policy

volatile-

LUA

Memory Limit

Keyspace

Slow queries log
Duration T
10.2ms DEL {ez:tag
SMEMBE
CLUSTER INFO

flushal

unden
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1.12.6 Benchmarking

Benchmarking the performance in your cloud

DATABASE
MySQLTuner is a tool to identify issues with your database.

wget --no-check-certificate https://raw.github.com/major/MySQLTuner-perl/master/mysqltuner.pl
chmod +x mysqltuner.pl
perl mysqltuner.pl --host ibexa-mysql --port 3386 --user root --pass ibexa --forcemem 3000

REDIS

Redis Benchmark is a tool to identify issues with your Redis.
redis-cli --latency -h ibexa-sessionservice -c

redis-benchmark -q -n 100000 --cluster
DISK/ 10

fio is a tool to identify issues with your disk.

fio --name TEST --eta-newline=5s --filename=temp.file --rw=randrw --size=2g --io_size=10g --blocksize=4k --ioengine=libaio --fsync=1 --iodepth=1 --direct=1 --
numjobs=1 --runtime=608 --group_reporting

iotop is a tool to identify issues with your disk.
iotop
CPU

yum install -i p7zip
7za b -mmt1

CMarch 6, 2024
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1.12.7 Tuning the Kubernetes Worker

1.12.7 Tuning the Kubernetes Worker
Automatic tuning during deployment

If deploy the cart as a cluster-admin, you can enable a job that will improve 0S level settings on your worker
nodes.

kubernetes:
optimize: true

Optional: Redis Cluster
Skip this if kubernetes.optimize: true .
Redis Instances can be tuned with the following kernel settings.

echo 1 > /proc/sys/net/netfilter/nf_conntrack_tcp_be_liberal
echo never > /sys/kernel/mm/transparent_hugepage/enabled
echo never > /sys/kernel/mm/transparent_hugepage/defrag

echo 10000 > /proc/sys/net/core/somaxconn

cat << EOF > /etc/sysctl.d/ibexa

net.core.somaxconn = 10000
net.netfilter.nf_conntrack_tcp_be_liberal = 1

EOF

CMarch 6, 2024
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1.12.8 Gitpod integration

1.12.8 Gitpod integration

This guide helps you to setup gitpod. To get started coding with gitpod include the following file gitpod
configuration in your repository and finally configure the required gitpod variables in your preferences.

image: registry.gitlab.com/xrow-public/repository/gitpod:latest

tasks:
- name: Setup env
before: |
source <(curl -s https://gitlab.com/xrow-public/ci-tools/-/raw/3.8/scripts/library.sh) && gitpod_set_env
gp sync-done env
- name: Install
before: |
gp sync-await env
init: |
composer install
gp sync-done install
- name: Connect kubernetes
command: |
source <(curl -s https://gitlab.com/xrow-public/ci-tools/-/raw/3.08/scripts/library.sh) && gitpod_connect_kubernetes
- name: Encore
before: |
gp sync-await install
command: |
$(yarn bin)/encore dev-server --host 8.0.0.0 --port 9000 --config-name ibexa --allowed-hosts .gitpod.io --public https://9000-SGITPOD_WORKSPACE_ID.
$GITPOD_WORKSPACE _CLUSTER_HOST
- name: Start server
before: |
gp sync-await install
command: |
source <(curl -s https://gitlab.com/xrow-public/ci-tools/-/raw/3.8/scripts/library.sh) && gitpod_s2i_run
openMode: tab-after

ports:
- port: 1-65535
onOpen: ignore
- port: 80680
onOpen: open-browser

vscode:
extensions:
- ms-azuretools.vscode-docker
- ms-kubernetes-tools
bmewburn.vscode-intelephense-client
TheNouillet.symfony-vscode
- mblode.twig-language-2
- felixfbecker.php-debug

Gitpod variables

Name Required Encoding Description

HELM_RELEASE yes string Name of your HELM release

GITHUB_KEY yes string Auth for GitHub

KUBECONFIG_CONTENT yes string + Your Kubernetes configuration file

base64 with access to your cluster

KUBERNETES_CONTEXT_OVERWRITE yes string Context to use from your Kubernetes
configuration file

KUBERNETES_NAMESPACE_OVERWRITE yes string Namespace to use from your Kubernetes
configuration file

INSTALLATION_ID yes string Your ibexa licence id

LICENCE_KEY yes string Your ibexa licence key

APP_ENV yes string You Symfony app environment

XDEBUG_MODE no string XDebug mode for debugging
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1.13 General Knowledge - Questions and Answers

1.13 General Knowledge - Questions and Answers

1.13.1 How do | contact support?

Contact [service@xrow.de](mailto:service@xrow.de)
We are happy to answer your questions, process feature requests and solve potential bugs on our product.

Keep in mind that we can only process a request to your satisfaction, if you provide reproducible use cases on
our product.

1.13.2 How do | know that there is a new release?

You can check this page for the latest supported versions for your ibexa major version.

1.13.3 What do | need to-do in case of a chart upgrade?

Minor versions are backwards compatible. A major version might require a migration. Please read the upgrade
guide. Minor version upgrades have a minimal downtime or slowness ( < 18 sec ) since varnish is restarted once
and caches are rebuild.

1.13.4 What do | need know about downtime during a deployment?

The chart supports rolling updates with no downtime. The only affect you might notice is a some slowness on
non cached pages. You can improve this when you pre-build the Symfony container in your container image.

QMarch 6, 2024
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1.14 Troubleshooting

1.14 Troubleshooting

1.14.1 POD: unable to read certificate-authority /var/run/secrets/kubernetes.io/serviceaccount/ca.crt

error: unable to read certificate-authority /var/run/secrets/kubernetes.io/serviceaccount/ca.crt for cfc due to open /var/run/secrets/kubernetes.io/
serviceaccount/ca.crt: no such file or directory

You might have installed your POD in the namespace default or kube-system with automountServiceAccountToken: false .
Create a new namespace to fix it.

1.14.2 RBAC: failed to create resource: roles.rbac.authorization.k8s.io

If you get an error during the installation of the helm chart which looks like this:

Error: INSTALLATION FAILED: failed to create resource: roles.rbac.authorization.k8s.io "XXX" is forbidden: attempt to grant extra privileges:

You have to edit the helm chart values.yaml and deactivate the creation of RBAC. As an alternative you can
create a custom deployment user or use a cluster-admin for deployment.

rbac:
create: false

1.14.3 HTTPD
Restarting the HTTPD process with apachectl might cause an error
This is a message you can get when using apachectl :

sh-5.1$ apachectl -k graceful

System has not been booted with systemd as init system (PID 1). Can't operate.
Failed to connect to bus: Host is down

System has not been booted with systemd as init system (PID 1). Can't operate.
Failed to connect to bus: Host is down

The workaround is to use HTTPD:

sh-5.1$ httpd -k graceful
AHBO558: httpd: Could not reliably determine the server's fully qualified domain name, using 10.128.1.108. Set the 'ServerName' directive globally to suppress
this message

1.14.4 Cert Manager

The stability of Cert Manager depends on the version used. Here are some tricks and tips.

Problem Routes (stuck process):
Remove all items:

NAMESPACE="ibexa"
kubectl get Routes --no-headers=true -n SNAMESPACE |sed -r "s/(\S+)\s+(\S+).*/kubectl delete Route \1 -n ${NAMESPACE}/e"

Problem issuing certificates (stuck process):
If you see stuck ordering processes of certificates like this:

[root@False xrow]# kubectl get CertificateRequest --all-namespaces

NAME READY AGE
dieding-com-cert-814329627 False m
support.xrow.com-tls-4132607287 False m
support.xrow.net-t1ls-534088283 False m
www-dieding-com-cert-8065434950 False m
www-xrow-com-cert-3186473128 False m
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1.14.5 Clean up directories of an empty host path provisioner

You can enforce the renewal by running (They can get stuck.):

kubectl get Certificate --no-headers=true --all-namespaces | grep False | sed -r 's/(\S+)\s+(\S+).*/kubectl --namespace \1 delete Certificate \2/e
kubectl get Challenges --no-headers=true --all-namespaces |sed -r 's/(\S+)\s+(\S+).*/kubectl --namespace \1 delete Challenges \2/e

Remove all temporary items:

kubectl get CertificateRequest --no-headers=true --all-namespaces |sed -r 's/(\S+)\s+(\S+).*/kubectl --namespace \1 delete CertificateRequest \2/e'
kubectl get Orders --no-headers=true --all-namespaces |sed -r 's/(\S+)\s+(\S+).*/kubectl --namespace \1 delete Orders \2/e'
kubectl get Challenges --no-headers=true --all-namespaces |sed -r 's/(\S+)\s+(\S+).*/kubectl --namespace \1 delete Challenges \2/e

Test if a ACME record exists for a host record

[root@localhost helm-ezplatform]# dig CNAME _acme-challenge.xrow.de.

; <<>> DiG 9.16.23-RH <<>> CNAME _acme-challenge.xrow.de.

;_acme-challenge.xrow.de. IN CNAME
;7 ANSWER SECTION:
_acme-challenge.xrow.de. 86399 IN CNAME  dieding.net.

Show one challenge via the DNS token

kubectl get Challenges --no-headers=true --all-namespaces |sed -r 's/(\S+)\s+(\S+).*/kubectl --namespace \1 describe Challenge\/\2/e' | grep -B 10 -A 306 -i
' gG8JVtAegx69ek67RfTWD'

Show current certificates:

kubectl get Certificate --no-headers=true --all-namespaces

Stop and start cert manager

kubectl scale deployment cert-manager --replicas=0
kubectl scale deployment cert-manager-cainjector --replicas=0
kubectl scale deployment cert-manager-webhook --replicas=0

kubectl scale deployment cert-manager --replicas=1
kubectl scale deployment cert-manager-cainjector --replicas=1
kubectl scale deployment cert-manager-webhook --replicas=1

1.14.5 Clean up directories of an empty host path provisioner
This can help you to find unused directories of an storage provisioner.

rm -Rf /root/list.txt
kubectl get pvc --all-namespaces | awk '{print $4}' > /root/list.txt
dirs=$(printf '%s ' *)
for dir in $dirs
do
echo "$dir" | grep --null -vxFf /root/list.txt | xargs rm -rf
done
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